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Offensive Security Ethical Hacking

Qutline

This course delves into the minds of criminal hackers to give students a sense of how black hat
hackers think, what their intentions are, and what they do to implement their intentions. Students
will learn how to execute and defend against social engineering attacks, network attacks, application
attacks, and cryptographic attacks. Hands-on labs provide students with methods, tools, knowledge,
and skills to discover and exploit system vulnerabilities. This course constitutes additional preparation
for the CompTIA Security+ C|EH, and CySA+ certification exams.

Target Audience

¢ The course is suitable for system administrators, network administrators and engineers,
web developers, and security professionals. Any other cyber professional with a desire
to study the subject of information security can participate in the course as well.
In addition, it is ideal for blue team candidates who want to understand how malicious
cyber attackers think.

@ Prerequisites

Before attending this course, students must have the following technical knowledge:
I Background in security or information systems.
I Knowledge of TCP/IP and experience with networking.

1 Knowledge of operating systems (Linux and Windows).

(Q Objectives

Upon course completion, participants will be able to:

1 Understand security terms in depth.

I Understand attack vectors for common network services, and their mitigation.
I Have an awareness of how hackers use social engineering to hack systems.

I Understand policies and procedures that can be implemented to proactively deal with
known strategies.
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