CRASH ANALYSIS FOR MOBILE DEVICES

Automated Digital Forensics & Incident Response (DFIR)

7~ Discovery and
"A  Remediation
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ID on Instant Risk and
—— Compromise Assessment
Threat Intelligence &
Threat Hunting
Collect crucial crash Machine learning-based
information and telemetry analysis. Deployed in the cloud
from any smartphone or on-premise
¢
\
=)  Detect Advanced Persistent Threats (APTs) ~- Remove threat actors from all affected
and malware. devices in your organization; detect cyber
espionage campaigns.
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months to minutes. devices by by integrating with MDMs.
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(D zecOps

Both amateur and sophisticated threat
i . actors can bypass security controls 01
without a significant challenge. N

mistakes during initial infection, privilege

02 Fortunately, attackers can’t avoid making
~  escalation, and lateral movement.

These mistakes lead to crashes,
blue screens, sudden reboots, and 03

other anomalies.

ZecOps catches these mistakes by
04 automatically investigating crash logs
and operating system telemetry.

Founded in 2017 by Zuk Avraham, world-renowned security researcher

THE COMPANY and founder of Zimperium.

Team of cybersecurity veterans.

Customers from some of the most advanced government agencies in the world.
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Instant Risk & Compromise assessment
ZECOPS FOR At-scale / on-demand device analysis through collection of device logs through

PC/Mac automatically (with or without Ul).
MOBILE DEVICES

Perform pre / post-travel inspection for mobile devices
PLATFORM

Perform Pre & Post Travel checks for Executives and VIPs with access to

) sensitive data that are targets for hackers while traveling.
Supported @@

Advanced Persistent Threat (APT) detection & Mobile Threat Hunting

Discover APTs through initial exploitations attempts, lateral movement and
malware persistence phases; mobile threat hunting capabilities not available in
any other way.

«

Agent-less solution On-premise or cloud Data anonymization Machine learning-based
deployment automation
Automated DFIR 1 Minute Deployment
Analysis per mobile device

Valued Partners & Customers

:'}:"{m"“-}: :‘}:'.@."‘-:': Government and defense organization in the
St h o Americas, Europe, Middle East, and Asia

@TeAMTs  Phreises  Ramonaleront  sizosian  BEIE

@SEECRA  OCREDENCE (Y swisscom & kpn ‘@ ZIMPERIUM.

SECURITY ADVANCED MOBILE SECURITY

"More than 900 Million iPhones Affected By Updated
‘ ‘ Apple iOS Warning found by ZecOps"

Forbes
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