METADEFENDER™

Endpoint

Seamless Defense Against Peripheral and

Removable Media Threats

Traditional endpoint protection solutions, including
antiviruses and dedicated device control tools,
fall short of providing adequate protection against
evolving threats. With advanced threat prevention
technologies including Multiscanning and Deep
Content Disarm and Reconstruction [Deep CDR]
to scan and sanitize files, MetaDefender Endpoint
secures assets from peripheral and removable
media-borne threats and enables monitoring

and auditing of usage in alignment with your
organization’s security and compliance standards.
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MD Endpoint provides a layer of security for your assets
to protect devices from the threats presented by
removable media.
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Key Features

& =) i

Flexible Deployment Options
Available as both SaaS and on-
premises solutions

Removable Media Protection
Restrict access to removable
media devices until specified
security conditions are met

Compliance Assurance
Assists with NERC CIP 003-7,
HIPAA, SOC 2, IS0 27001, and
more applicable frameworks
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oo Multi-Platform OS Support
Windows 7/8/8.1/10/11; Windows
Embedded Standard 7; Windows
10 1oT/11 loT; Windows Server 2008
R2/2012/2012 R2/2016/2019/2022;
Linux Debian/Ubuntu/CentQS

Internet Connected &

Air-Gapped Support

Adapt to diverse working

environments with support
for both online or offline in

8 conjunction with quarantine

Inspect Archives
Support for encrypted or
unencrypted archives

Enforced Media Usage

Grant permission for removable T

media usage only when no =N

threats are detected Enhanced Malware Prevention
With two packages to choose
from, detect malware with
either 8 or 30 leading antivirus

engines simultaneously

Additional Functions
Secure erase removable media and
burn CD/DVDs directly from Endpoint

Learn more about efficacy rates here.
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